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(8) IO Sy . *  To prepare participants with the technical knowledge and skills needed to protect and
defend cyber-attacks.
* To enhance participants by informing policy, laws and rules regarding cyber
security accepted standards
* To develop organizational capacity that can plan, implement, and monitor cyber
security mechanisms to help ensure the protection of information technology assets.
(€) #irpy :Module-1: Individual Security
e Fundamentals of Cyber security & Types of Cyber Attacks
Network Security, Cloud Security, and Web Application Security, OS security
Mobile security and common vulnerabilities
Social Engineering with example
Case Study for Cyber security (Malware attack etc)
® Response after Cyber incident and rescue / Cyber Incident Management
Module-2: Cyber Security Law, Rules and Strategy
e  Cyber Security Strategy 2021-2025 (Draft)
* Digital Security Act, 2018, Digital Security Rules — 2020 (Cyber Security Related)
Cloud Policy 2020 (Cyber Security Related)
e Email policy 2019 (Cyber Security Related), Social Media Uses Guidelines
Module-3: Organizational Security
¢ Digital forensics / Computer Forensics
e  Malware analysis
Best practices in preventing Cyber-attacks,
Artificial Intelligence In Cyber security
Critical security components to prevent
Privilege Access Management,
Physical security and its importance
Enforcing Confidentiality with Encryption, Certificates and PKI
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e Intrusion Detection and Prevention
e  Cyber Audit/ Digital Audit
e  Cyber Risk Management and its assessment
e Incident management: Cyber risk and cyber insurance
e Business Case for Cyber security (Cyber Investment)
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